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Purpose of this document

In order to access network drives from off-campus networks the
computer will need to connect through what is known as a
Virtual Private Network (VPN). The following documentation
walks you through the process of downloading and installing the
necessary software.

First things First

The computer MUST be connected to a Non-campus network in
order to download and install the VPN software.

Open your preferred browser (Internet Explorer, Chrome,
Safari, etc.)

Everyone will connect using the “mustangvpn”
Type in the browser address field or follow the link:

https://mustangvpn.morrisville.edu

If you see the following screen, click on Advanced:

A

Your connection is not private

Attackers might be trying to steal your information from mustangvpn.morrisville.edu
(for example, passwords, messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID

[ automatica ly send some system information and page content to Google to help detect

dangerous apps and sites. Privacy_policy

ADVANCED Back to safety

On the advanced settings screen click on “Proceed to
mustangvpn.morrisville.edu (unsafe). It is a safe site.
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https://mustangvpn.morrisville.edu/

Installation
The Fortinet Networks, FortiClient Portal window opens:

In the ‘Name’ textbox type in your campus <username>

Note: <username> will be the first portion of your
campus email before the @

Example: abcdefl23@morrisville.edu the username
would be abcdef123

In the ‘Password’ textbox type in your campus <password>

Note: This would be your Morrisville State College
email, blackboard, network password.

Finally click the ‘Login’ button

Note: You may be asked to save your password at this
time. DO NOT save your password

Select the correct download for the computer you are using.
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SSL-VPN Portal

Download FortiClient ~
® ios

1 & Android

= Windows

@ Mac

Next the click on the right hand side of the screen called “Free
Download”.

FortiCli

Next Generation Endpoint Protection

Integrated endpoint protection that provides automated next-generation threat
protection, as well as visibility and control of your software and hardware inventory
across the entire security fabric. Identify and remediate vulnerable or compromised
hosts across your attack surface.

@ Provides Endpoint Visibility & Compliance throughout Security Fabric

@ Prevent Known Vulnerabilities from Being Exploited by Attackers FREE DOWNLOAD

@ Automated Behaviour Based Protection against Unknown Threats

- ) our free download comes with regular
@ Simplified Endpoint Management updates toensiice the latest threacdats and

intelligence i protecting your devices.
Technical Specications
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Then select the appropriate download for the computer you are
using. See below:

Free Downloads

mill Get FortiClient 5.6 for Windows rl

[ FortiClient for macOS [ 4

& GetFortiClient 5.6 for Mac OSX.
gy + Dourioad

N Get FortiClient for iOS
105 055000 marse

& Technical Specification

@ Get FortiClient for Android
anor

. Get FortiClient App for Windows
Windoa 10 an o phonn 10

Getl FortiClient for Chromebaok
© coecromim it

Once the download is completed

- It should be located in your ‘Downloads’ folder or
wherever downloaded files are stored

- The downloaded file should look similar to the
following:

\Lﬁ FortiClientSetup_3.6.6.1167_x6d. exe

Double-click the FortiClientSetup.exe file

Before installation, FortiClient will do a quick prescan for viruses
on your system. See the screen below:

@ FortiClient
Seanning for viruses and malware, this wil take a couple of minutes
Action scan
Location: c:hprogram fles\lenovothatkey
Item: micmute. exe
Scanned files: 68 Scanned boot blocks: 0
Infected files: 0 Infected boot blocks: 0
Pauss Stop |
Infected item list:
Status [ Vs [ Infected Item
< >
Lo file: [t sels\maclaega\f-\ppData%oca\\Temp\FEPleS canil
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The Welcome to the FortiClientSetup Wizard window opens:

ﬁ FortiClient Setup — X

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer. Click Next to continue
or Cancel to exit the Setup Wizard,

Yes, I have read and accept the License Agreement Cancel

Click by the Yes checkbox then click the Next button

In the Choose Setup Type window check the box next to Secure
Remote Access only if it’s not checked already.

ﬁ FortiClient — =
Choose Setup Type ami
Choose the setup type that best suits your needs =-=

Security Fabric Agent

Endpoint telemetry, host vulnerability scanning and remediation

Secure Remote Access
55L and IPsec VPN

[] Advanced Persistent Threat (APT) Components
FortiSandbox detection and quarantine features

] Additional Security Features

Back MNext Cancel

Click the Next button
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The Destination Folder window opens:

1 FortiClient Setup - X

Destination Folder rv =
Click Next to install to the default folder or dick Change to choose another, --=

Install FortiClient to:

IC:\Program Files {(x86)Fortinet\FortiClient!,

Change...

The Ready to install FortiClient window opens:

Click the Next
button

1% FortiClient Setup - 4
g : -
Ready to install FortiClient e B
---
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
Back Instal Cancel

Click Install
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The Installing FortiClient window opens; wait for the
installation to complete.

2 FortiClient Setup — P4
ambk
Installing FortiClient =
“aw

Flease wait while the Setup Wizard installs FortiClient.

Status:

Once the installation is complete, the Installation Complete
window opens.

& FortiClient Setup — X

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

a-ﬁ
S SOw

Click Finish
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Next, on Windows operating systems click the arrow in the
bottom right of the screen to show the FortiClient icon:

2% FortiClient

File Help

FortiClient Console

Compliance
Mot Participating

E Remote Access

No VPN Connected

Vulnerability Scan
& Vulnerabilities Found

fa%Ed)
o

Configure VPN

|
Select Remote Access and click the Configure VPN link on the

right.
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a8 FortiClient

File Help

E New VPN .| New VPN Connection

Connection Name

| |
Description

| |

Remote Gateway

| | [ customize port |42

Authentication
®) prompt on login () Save login

[ Client Certificate

[] Do notwarn Invalid Server Certificate

Apply Close

Enter the following information into the FortiClient Window:

Everyone will use:
0 Connection Name: Morrisville VPN
0 RemoteGateway: mustangvpn.morrisville.edu

i FortiClient >
File Help

L New VPN > Hew VPN Connection

IPgec VPN

Connection Name

‘Morrisville VPN |

Description
\ |

Remote Gateway

|mustangvpn.mnrrisw\le.edu ‘ [ customize port “42

Authentication
® Prompt on login () Save login

[] Client Certificate

[[] Do notWarn Invalid Server Certificate

Apply Close
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Click Apply then click Close

Now you should see a screen like below:

&8 FortiClient - X

File Help

FortiClient Console

Compliance
Mot Participating

L1 Morrisville VPN ~ |48
) Remote Access
Ll o VPN Connected
2 |
@ Vulnerability Scan
8 Vulnesabilities Found ‘ﬁ . |

Connect

Enter your Morrisville username and password and click
Connect

Click Yes on the Security Alert screen:

Security Alert

ri‘"l This page requires a secure connection which includes
?. server authentication.

The Certficate |ssuer for this site is untrusted or I:}
unknown. Do you wish to proceed?

Yes View Certificate More Info
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The icon should show connected at this time:

To disconnect and re-connect to the VPN:

v
Right-click on the - icon; select Disconnect or Connect
from the menu:

Show Panel

Status

Disconnect ln\,
Disable

Rediscover Metwork
Resubmit Host Profile
Check Version

About...
Welcome Page
Help
Notifications

Collect Logs

Please contact the Help Desk for any issues or questions that
you might have when connecting to the VPN.

Morrisville State College
Laptop Help Desk
Charlton Hall 063
315-684-6457

http://helpdesk.morrisville.edu/
helpdesk@morrisville.edu
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